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Topic Time 
  
Intro: Short Introduction to the course 04:09 
Lesson 1: Company ABC Unsecured 05:33 
 
Layer 2 security 

 
 

Lesson 2: Layer 2 Attacks 23:20 
Lesson 3: DHCP Snooping 09:41 
  
Trust and Identity  
Lesson 4: AAA and ACS Server 27:45 
Lesson 5: IBNS (802.1x) 20:55 
  
Network Foundation Prevention  
Lesson 6: Network Foundation Protection 34:46 
  
Secured Connectivity  
Lesson 8: Site to Site VPN with PSKs 06:16 
Lesson 9: GRE Tunnels 08:18 
Lesson 10: DMVPN 16:01 
Lesson 11: SSL VPN 18:28 
  
Adaptive Threat defense  
Lesson 12: IOS Classic Firewall 19:40 
Lesson 13: Zone Based Firewall 21:02 
Lesson 14: Auth Proxy 10:42 
Lesson 15: IOS IPS 18:06 

 


