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Understanding Cisco Router Security
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Overview

Objectives
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Suspending and Resuming a Telnet Session
Closing a Telnet Session
Alternate Connectivity Tests
Summary
Module Summary
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WAN Connections
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What is a WAN?
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How is a WAN Different from a LAN?
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WAN Devices
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DSL Types and Standards
DSL Considerations
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Global Internet: The Largest WAN
Obtaining an Interface Address from a DHCP Server
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Introducing NAT and PAT
Differences Between NAT and NAT Overload
Translating Inside Source Addresses
Example: Translating Inside Source Addresses
Example: Overloading an Inside Global Address
Configuring the DHCP Client and PAT
Verifying the DHCP Client Configuration
Verifying the NAT and PAT Configuration
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Enabling Static Routing
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Routing Overview
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When to Use Static Routes
Static Route Configuration
Example: Static Routes
Example: Configuring Static Routes
Default Route Forwarding Configuration
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Example: Verifying the Static Route Configuration
Summary
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Public Switched Telephone Network
Point-to-Point Communication Links
Bandwidth
Point-to-Point Communication Considerations
High-Level Data Link Control Protocol
Verifying Serial HDLC Encapsulation
Example: Verifying HDLC Encapsulation Configuration
Point-to-Point Protocol
PPP Layered Architecture
Example: PPP Configuration
Serial PPP Encapsulation Configuration Verification
Summary
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Enabling RIP
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Features of Dynamic Routing Protocols
Example: Administrative Distance
Classless vs. Classful Routing
Distance Vector Route Selection
Example: Distance Vector Routing Protocols
Example: Sources of Information and Discovering Routes
RIP Features
RIPv1 and RIPv2 Comparison
Dynamic Routing Configuration Tasks
RIP Configuration
Example: RIP Configuration
RIP Configuration Verification
Example: Verifying the RIP Configuration
RIP Configuration Troubleshooting
Example: Debug ip rip Command
Summary
Module Summary
Module Self-Check
Module Self-Check Answer Key

Network Environment Management

Overview

Module Objectives
Discovering Neighbors on the Network
Overview
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Creating a Network Map of the Environment

Cisco Discovery Protocol

Information Obtained with Cisco Discovery Protocol
Link Layer Discovery Protocol

Implementation of Cisco Discovery Protocol

Using the show cdp neighbors Command

Monitoring and Maintaining Cisco Discovery Protocol
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Summary
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Internal Router Components
Stages of the Router Power-On Boot Sequence
How a Device Locates and Loads Cisco 10S Image and Configuration Files
Configuration Register
Summary
Managing Cisco Devices
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Cisco I0S File System and Devices
Managing Cisco |0S Images
Cisco 10S copy Command
Managing Device Configuration Files
Using show and debug Commands on Cisco Devices
Summary
Module Summary
Module Self-Check

Module Self-Check Answer Key
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Interconnecting Cisco Networking Devices

Lab Guide

Overview

This guide presents instructions and other information concerning the lab activities for this
course. You can find the solutions in the Lab Activity Answer Key.

Outline

This guide includes these activities:
= lab 1-1: Using Windows Applications as Network Tools
= Lab 1-2: Observing the TCP Three-Way Handshake
= Lab 1-3: Observing Extended PC Network Information
= Lab 2-1: Connecting to Remote Lab Equipment
= Lab 2-2: Performing Switch Startup and Initial Configuration
= Lab 2-3: Enhancing the Security of Initial Switch Configuration
= Lab 2-4: Operating and Configuring a Cisco |0S Device
= Lab 4-1: Converting Decimal to Binary, and Binary to Decimal
= Lab 4-2: Classifying Network Addressing
= Lab 4-3: Computing Usable Subnetworks and Hosts
= Lab 4-4: Calculating Subnet Masks
= Lab 4-5: Performing Initial Router Startup
= Lab 4-6: Performing Initial Router Configuration
= Lab 4-7: Enhancing the Security of Initial Router configuration
= Lab 4-8: Using Cisco SDM to Configure DHCP Server Function
= Lab 4-9: Managing Remote Access Sessions
= Llab 5-1: Connecting to the Internet
= Lab 5-2: Connecting to the Main Office
= Lab 5-3: Enabling Dynamic Routing to the Main Office
= Lab 6-1: Using Cisco Discovery Protocol
= Lab 6-2: Managing and Router Startup Options
= Lab 6-3: Managing Cisco Devices
= Lab 6-4: Confirming the Reconfiguration of the Branch Network
=  Answer Key
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Course Introduction

Overview

Learner Skills and Knowledge
Course Goal and Objectives
Course Flow
Icons and Symbols
Your Training Curriculum

Small Network Implementation

Overview

Module Objectives
Introducing the Review Lab

Overview
Objectives
Cisco 10S CLI Functions
Configuration Modes of Cisco 10S Software
Help Facilities of the Cisco 10S CLI
Commands Review
Summary
Module Summary
Module Self-Check
Module Self-Check Answer Key

Medium-Sized Switched Network Construction

Overview

Objectives
Implementing VLANs and Trunks

Overview
Objectives

Understanding VLANs
Issues That Result from a Poorly Designed Network
VLAN Overview
Grouping Business Functions into VLANs
Applying IP Address Space in the Enterprise Network
Example: Network Design
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Considering Traffic Source to Destination Paths
Voice VLAN Essentials
VLAN Operation
VLAN Membership Modes
Understanding Trunking with 802.1Q
802.1Q Frame
802.1Q Native VLAN
Understanding VLAN Trunking Protocol
VTP Modes
VTP Operation
VTP Pruning
Configuring VLANs and Trunks
VTP Configuration
Example: VTP Configuration
Example: Overwriting VTP Configuration
802.1Q Trunking Configuration
VLAN Creation
VLAN Port Assignment
Adds, Moves, and Changes for VLANs
Adding VLANs and Port Membership
Changing VLANs and Port Membership
Deleting VLANs and Port Membership
Summary
Optimizing Spanning Tree Performance

Overview
Objectives

Building a Redundant Switched Topology
Choosing Interconnection Technologies
Determining Equipment and Cabling Needs
EtherChannel Overview

Recognizing Issues of a Redundant Switched Topology
Switch Behavior with Broadcast Frames
Broadcast Storms
Example: Broadcast Storms
Multiple Frame Transmissions
Example: Multiple Transmissions
MAC Database Instability
Example: Instability of the MAC Database
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Resolving Issues with STP
Spanning-Tree Operation
Example: Selecting the Root Bridge
Default Spanning-Tree Configuration
Describing Port Fast
Per VLAN Spanning Tree+
PVST+ Operation

STP Operation
Example: Spanning-Tree Operation
Example: Spanning-Tree Path Cost
Example Spanning-Tree Recalculation
STP Convergence
Rapid Spanning-Tree Protocol

Configuring RSTP

Summary

Routing Between VLANSs
Overview

Objectives

Understanding Inter-VLAN Routing
Example: Multilayer Switching
Example: Router-on-a-Stick
Example: Subinterfaces

Configuring Inter-VLAN Routing
Example: Inter-VLAN Routing with 802.1Q
Verifying Inter-VLAN Routing

Summary

Securing the Expanded Network
Overview

Objectives
Overview of Switch Security Concerns
Organizational Security Policies
Securing Switch Devices
Securing Switch Protocols
Mitigating Compromises Launched Through a Switch
Describing Port Security
802.1X Port-Based Authentication
Summary
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Troubleshooting Switched Networks
Overview
Objectives
Troubleshooting Switches
Troubleshooting Port Connectivity
Hardware Issues

Configuration Issues
Troubleshooting VLANs and Trunking
Native VLAN Mismatches
Trunk Mode Mismatches
VLANSs and IP Subnets
Inter-VLAN Connectivity
Troubleshooting VTP
Unable to See VLAN Details in the show VLAN Command Output
Cisco Catalyst Switches Do Not Exchange VTP Information
Recently Installed Switch Causes Network Problems
All Ports Inactive After Power Cycle
Troubleshooting Spanning Tree
Use the Cisco 10S show commands to Verify STP Port states
Identify a Bridging Loop
Log STP Events
Temporarily Disable Unnecessary Features
Designate the Root Bridge
Verify That RSTP is Configured
Summary
Module Summary
Module Self-Check
Module Self-Check Answer Key

Medium-Sized Routed Network Construction

Overview
Module Objectives

Reviewing Routing Operations
Overview
Objectives
Reviewing Dynamic Routing
Example: Administrative Distance
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Understanding Distance Vector Routing Protocols
Example: Distance Vector Routing Protocols
Example: Sources of Information and Discovering Routes
Routing Information Maintenance
Example: Maintaining Routing Information
Example: Counting to Infinity
Example: Defining a Maximum to Prevent Counting to Infinity
Example: Routing Loops
Example: Split Horizon
Example: Route Poisoning
Example: Techniques to Eliminate Routing Loops
Understanding Link-State Routing Protocols
Open Shortest Path First
Example: OSPF Hierarchical Routing
Link-State Routing Protocol Algorithms
Example: Link-State Routing Protocol Algorithms
Benefits and Limitations of Link-State Routing
Summary
Implementing VLSM

Overview
Objectives
Reviewing Subnets
Computing Usable Subnetworks and Hosts
Introducing VLSMs
Understanding Route Summarization
Example: Route Summarization
Example: Summarizing Within an Octet
Selecting Routes from Route Summaries
Example: Summarizing Routes in a Discontiguous Network
Summary
Module Summary
Module Self-Check
Module Self-Check Answer Key

Single-Area OSPF Implementing

Overview

Module Objectives
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Implementing OSPF

Overview
Objectives

Introducing OSPF

Establishing OSPF Neighbor Adjacencies

SPF Algorithm

Configuring and Verifying OSPF

Loopback Interfaces

Verifying the OSPF Configuration

Using OSPF Debug Commands

Load Balancing with OSPF

OSPF Authentication
Types of Authentication
Configuring Plaintext Password Authentication
Example: Plaintext Password Authentication Configuration
Verifying Plaintext Password Authentication

Summary

Troubleshooting OSPF
Overview

Objectives
Components of Troubleshooting OSPF
Troubleshooting OSPF Neighbor Adjacencies
Troubleshooting OSPF Routing Tables
Troubleshooting Plaintext Password Authentication
Example: Troubleshooting Plaintext Password Authentication Problems
Summary
Module Summary
Module Self-Check
Module Self-Check Answer Key

EIGRP Implementation

Overview

Module Objectives
Implementing EIGRP
Overview

Objectives
EIGRP Features
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Example: EIGRP Path Calculation (Router C)
Configuring and Verifying EIGRP
EIGRP Configuration Example
Load Balancing with EIGRP
EIGRP Metric
Load Balancing Across Equal Paths
Configuring Load Balancing Across Unequal-Cost Paths
Example: Variance
Configuring EIGRP Authentication
Example: MD5 Authentication Configuration
Verifying MD5 Authentication
Troubleshooting EIGRP Authentication
Example: Successful MD5 Authentication
Example: Troubleshooting MD5 Authentication Problems
Summary
Troubleshooting EIGRP
Overview

Objectives
Components of Troubleshooting EIGRP
Troubleshooting EIGRP Neighbor Issues
Troubleshooting EIGRP Routing Tables
Summary
Module Summary
Module Self-Check

Module Self-Check Answer Key
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Access Control Lists

Overview

Module Objectives
Introducing ACL Operation
Overview

Objectives
Understanding ACLs
ACL Operation
Example: Outbound ACL
Example: Inbound ACL
Types of ACLs
Indentifying ACLs
Additional Types of ACLs
Dynamic ACLs
Reflexive ACLs
Time-Based ACLs
ACL Wildcard Masking
Example: Wildcard Masking Process for IP Subnets
Example: Wildcard Masking Process with a Single IP Address
Example: Wildcard Masking Process with a Match Any IP Address
Summary
Configuring and Troubleshooting ACLs
Overview
Objectives
Configuring Numbered Standard IPv4 ACLs
Example: Adding Entries with Sequence Numbers
Example: Numbered Standard IPv4 ACL- Permit My Network Only
Example: Numbered Standard IPv4 ACL- Deny a Specific Host
Example: Numbered Standard IPv4 ACL- Deny a Specific Subnet
Example: vty Access
Configuring Numbered Extended IPv4 ACLs
Example: Extended ACL Port Numbers and Keywords
Example: Extended ACL with the Established Parameter
Example: Numbered Extended IP ACL- Deny FTP from Subnets
Example: Numbered Extended ACL- Deny Only Telnet from Subnet
Configured Named ACLs
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Creating Named Standard IP ACLs
Creating Named Extended IP ACLs
Example: Adding Entries with Sequence Numbers
Troubleshooting ACLs
Summary
Module Summary
Module Self-Check
Module Self-Check Answer Key

Address Space Management

Overview

Module Objectives
Scaling the Network with NAT and PAT
Overview

Objectives
Introducing NAT and PAT
Differences Between NAT and NAT Overload
Translating Inside Source Addresses
Example: Translating Inside Source Addresses
Example: Configuring Static NAT Address Mapping
Example: Dynamic Address Translation
Example: Configuring Dynamic Address Translation
Overloading an Inside Global Address
Example: Overloading an Inside Global Address
Resolving Translation Table Issues
Example: Using the debug ip nat Command
Resolving Issues with Using the Correct Translation Entry
Example: Resolving Issues Related to NAT
Example: Cannot Ping Remote Host
Summary
Transitioning to IPv6

Overview
Objectives

Reasons for Using IPv6

Understanding IPv6 Addresses
Global Addresses
Reserved Addresses
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Link-Local Addresses
Loopback Address
Unspecified Address
IPv6 over Data Link Layers
Assigning IPv6 Addresses
Manual Interface ID Assignment
EUI-64 Interface ID Assignment
Stateless Autoconfiguration
DHCPv6 (Stateful)
Configuring IPv6
Routing Considerations with IPv6
Configuring and Verifying RIPng for IPv6
Example: RIPng for IPv6 Configuration
DNS Considerations with IPv6
Strategies for Implementing IPv6
Summary
Module Summary
Module Self-Check
Module Self-Check Answer Key

LAN Extension into a WAN

Overview

Module Objectives
Introducing VPN Solutions
Overview

Objectives
VPNs and Their Benefits
Types of VPNs
Components of VPNs
Introducing IPsec
Symmetric Encryption
Asymmetric Encryption
IPsec Protocol Framework
Summary

Establishing a Point-to-Point WAN Connection with PPP

cCCBOOTCAMP

Overview
Objectives
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Understanding WAN Encapsulations

Overview of PPP

Configuring and Verifying PPP
Example: PPP and CHAP Configuration
Example: Verifying PPP Encapsulation Configuration
Example: Verifying PPP Authentication

Summary

Establishing a WAN Connection with Frame Relay
Overview

Objectives
Understanding Frame Relay
Example: Frame Relay Terminology- DLCI
Example: Frame Relay Address Mapping
Configuring Frame Relay
Example: Configuring Frame Relay Point-to-Point Subinterfaces
Example: Configuring Frame relay Multipoint Subinterfaces
Verifying Frame Relay
Summary
Troubleshooting Frame Relay WANSs
Overview

Objectives
Components of Troubleshooting Frame Relay
Troubleshooting Frame Relay Connectivity Issues
Summary
Module Summary
Module Self-Check

Module Self-Check Answer Key
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Interconnecting Cisco Networking Devices Part 2

Lab Guide

Overview

This guide presents the instructions and other information concerning the lab activities for this
course. You can find the solutions in the Lab Activity Answer Key.

Outline
This guide includes these activities:

= Lab Activity 1-1: Implementing a Small Network (Review Lab)
= Lab Activity 2-1: Configuring Expanded Switched Networks
= Lab Activity 2-2: Troubleshooting Switched Networks

= Lab Activity 4-1: Implementing OSPF

= Lab Activity 4-2: Troubleshooting OSPF

= Lab Activity 5-1: Implementing EIGRP

= Lab Activity 5-2: Troubleshooting EIGRP

= Lab Activity 6-1: Implementing and Troubleshooting ACLs
= Lab Activity 7-1: Configuring NAT and PAT

= Lab Activity 7-2: Implementing IPv6

= Lab Activity 8-1: Establishing a Frame Relay WAN

= Lab Activity 8-2: Troubleshooting Frame Relay WANs

=  Answer Key

CCBOOTCAMP
375 North Stephanie Street Bldg. 21, Suite 2111 Henderson, Nevada 89014
Website: www.ccbootcamp.com Toll Free: 877.654.2243 Fax: 702.446.0357




